OmniPark Support Documentation

MobiControl Installation Guide

Please follow the below instructions to install and activate MobiControl on a new /
refreshed device, or upgrade a current installation:

The following is a quick installation guide. More detailed instructions are provided
immediately following Quick Installation.

1) Uninstall / disable any “anti-virus” or scanning applications, such as “Lookout”
that may be installed on the device. Such applications can interfere with the
general operation of the MobiControl and OmniPark V2.5 applications.

2) Download and Install the Latest Version of MobiControl

A. Open a Web Browser, such as Chrome or “Samsung Internet”

B. Go to: https://online.omnipark.com/setup/

C. Under the “MobiControl Install” options, it should list the device types and
provide the download links. Tap the latest version for your device. (Ex: If
you’re on a Samsung, tap the highest version number to download the latest
version for your device.)

. Download and install the MobiControl Application

Open the MobiControl Application.

Follow the prompts, and press “Allow” for each permission until you are left on
the “Activation” screen.

nmo

3) Activate MobiControl and email OmniPark Support for Device Classification.

A. On the “Activation” screen enter the following code:
YQEFLR49

B. Additional prompts should appear. Read the prompts and press the bolded

words to proceed with the device activation.

C. Once all the prompts have been completed, press “Device Configuration”.

D. Send a new email to support@omnipark.com with the following information:
I. The OmniPark Device ID you plan to use with this device
ii. The “AndroidPlus” number you see on this screen

4) (This information together allows us to associate this Device with the Device ID,
so we can provide remote support, should the need arise.)
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1) Uninstall / Deactivate any “Antivirus” Applications.
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B. Click the gear in the top-
right corner to open the
settings menu.

A. Put your finger at the top
of the phone, and pull
down to open the
notification drawer.
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General management

Language and input, Date and time, Reset

C. Tap “Apps” or “Applications” D. Tap this drop down, then
then “Application Manager” tap “Show System Apps”.
(in older versions of
Android).
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E. Find “Lookout” or the F. Tap “Uninstall” or “Disable”,
other “antivirus” whichever option is available.
application in this list, then
tap it.
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Do you want to uninstall this app?

Cancel OK

G. Tap “OK” to proceed with the
uninstallation.
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2) Download and Install the Latest Version of MobiControl for your device.
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A. Open a Web browser, like
Chrome or “Samsung
Internet”.
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B. Goto

https://online.omnipark.com/setup
using the address bar at
the top of the browser.
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below for our installation instructions.

Installation instructions for OmniPark
V2.5

Talked to support about MobiControl?

MobiControl helps with remote devices.

Make sure you have the latest version of
OmniPark V2.5 installed, then follow the
below instructions to complete the
installation.

Installation instructions for
MobiControl
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V1370 - Current Version (Try
First)

Downloads for the Panasonic FZ-X1 Download file?

V1330
SamsungEImMobiControl1370_1031.apk

Activation Code for all Versions:

This type of file may harm your phone. Only
Legacy Users download this file if you trust its source.

Confirm your needs with OmniPark
Support. Cancel DOWNLOAD

C. Scroll down, then tap the D. If prompted, press
most recent version of “Download” or “OK” to
MobiControl available in confirm that you want to
this list. If your device download the APK.

does not match any of
these categories, it is
possible that your device
is not on the HCL. Please
contact
support@omnipark.com
with your device model for
further information.
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SamsungEImMobiControl....apk
File downloaded

J
B System Ul
No SIM

Insert SIM card.

Notification settings Clear

g Samsung Internet

For your security, your phone is not allowed
to install unknown apps from this source.

Cancel Settings

Emergency calls only

@)
E. Once the file is downloaded, F. This should trigger the
navigate to the place where installation process, and

you saved it, or open the
Notification menu, and you

should find it there. Tap it to : -
open it. If prompted to open prompted with this (or

with “Package Installer” or _S|m|Iar) Prompt- Read the
“Scan with Lookout” or information, and then
another option, tap “Package press “Settings”.

Installer”, as “Scanning” the
application often prompts
‘anti-virus’ to interfere with
standard operation of the
application.

depending on certain
factors, you may be
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< Install unknown apps

Do you want to install this application? It
Samsung Internet - :
o does not require any special access.

Allow from this source

Installing apps from this source may put your
phone and data at risk.

Cancel | Install
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G. In newer versions of H. Press “Install” to install the
Android, you will be app to the device.

prompted with “Allow from
this Source”. Tap this to
activate. In older versions,
you will simply check “Install
from Unknown Sources” or
similar phrasing and follow
the prompts.
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App installed.

Done Open
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I. Press “Open” to Open
MobiControl.
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Allow MobiControl to
take pictures and record

video?

Deny Allow

J. “Allow” all permissions that
are requested.
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3) Activate MobiControl and Communicate this new Activation to

support@omnipark.com
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Please enter an Enroliment ID or Server
Address

YQEFLR49

Enroll
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Activate device admin app

@ MobiControl

SOTI Inc Mot

biControl mobile device

gement

Activating this admin app will allow

MobiControl to perform the following actions

* Erase all data
Erase the phone's data without warning by
performing a factory data reset.

* Change the screen lock
Change the screen lock.

* Set password rules
Control the length and the characters
allowed in screen lock passwords and
PINs.

* Monitor screen unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed.

* Lock the screen
Control how and when the screen locks.

* Set screen lock password
expiration

Cancel Uninstall Activate

] @ <

A. Open the MobiControl, then
tap in the Activation Code
box and enter YQEFLR49
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Pending Actions KLMS Agent

The following items require your attention. Please
tap each item and proceed with the pending Samsung Knox Privacy Policy
configuration.

Samsung Electronics (“Samsung”) Knox

License activation pending offers a comprehensive mobile security
Activate license to enable all MobiControl features solution for business and personal use by
4 providing additional security and protection

for the Android operating system. In
addition, it provides enhanced security for
your device by offering an automatic update
service for its Security Enhanced (SE) for
Android. This automatic update service will
continuously update new security policies to
detect and counteract new malicious code,
and other security risks on your device. You
also understand and agree to the mecha-
nism that routes network data traffic through
a proxy server or VPN gateway by default.

In order to validate and activate the Knox
solution and to provide the automatic update
service for SE for Android, Samsung will
need to process certain information such

as voriir deviee identifier(s) device caftware

ll have read and agree to all the terms
and conditions above.

CANCEL
Il @) < Il @ <
C. You'll be prompted to press D. If you read and agree to the
“License activation pending”. terms, check this box.

Then, press “Confirm” once
you’ve checked the box

support@omnipark.com  888.991.7275  omnipark.com 1520 W 3¢ Ave Spokane, WA 99201 /\0\/ 0 M N I P A H K


mailto:support@omnipark.com

OmniPark Support Documentation

304 @ 4 N 2l 69% m N2l 69% |

Device Configuration

NAVIGATION PANEL

28 Application Catalog e IS

AndroidPlus 01211
B Content Library

. J

B4 Message Center
b 9 MANAGEMENT STATUS

Enrollment Status
Device Configuration

Agent Status

f] Support

AGENT

Version

Active MDM API

NETWORK

Cellular

Wi-Fi
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E. In afew moments, this F. This is the “AndroidPlus”
screen should appear. Press number. Send an email to
“Device Configuration”. support@omnipark.com with

the following information:

- This number / phrase

- The Device ID used in the
OmniPark application
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